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# gcdy ASN.1 type Note
1 | Version INTEGER Ox2( 3 m m
2 | Serial Number INTEGER b m m
Issuer X 500, RECR280 m | m
oD . .
3 ype QQurty)  piintsblering, m m
intableStri
value o ng uf8Sring m m
K uf8Sring
Validli
y o= R ML L
4 notBefore UTCTime m m
notAfter UTCTime m m
Subjet
X500, RFGR280 m m
oD . .
5 ype QQ@unty)  pintableSying, m m
value printableString utf8Sring m m
k utfBSting
Subject Putdic Key Info m m
6 algorthm oD m m
subjectriblicKey BIT STRNG m m
7 | BExtensions Extensbns m m
2
# ASN.1 type Note C
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Authority Key  Identifier m | m
1 Keylidentifier OCTET STRING KeyD m| m
authorityCertlssuer GereralNames m| m
authorityCertSeridN umber | INTEGER m| m
subjectPublicKey
2 |Subject Key Identfier OCTET STRING 160 m| m
Digital ~ SignatLre,
3 |Key Usage BT STRING . m]m
non- Repudation
Catificate  Policy
policyldentifi er oD m | m
policyQualifiers m| m
PolicyQualifierid OID CPS, UserNotice m| m
4 Qualifier m | m
CPSuri IASSHing CPS m| m
UserNotice m| m
NoticeRefaence | SFEQUENCE - -
BxplicitText BMPSting i] @9) m| m
Pdicy Mappings
5 | issuerDamainPolicy OID - -
subjectDomainPolicy OID
id- kisa: identiyData
6 |Subiect Atemative Names |oheName N " X VD mm
rfc822Name n o | m
id- kisa- identifyData
7 Issuer Altemative Names |otherName . o | m
8 |Extended Key Usage oD id- kisa: HSM o o
Basic Constraints
9| cA FALSE X | X
pathlenConstraint INTEGER
Poicy Constraints
10 | requireExplicitPolicy INTEGER - -
inhibitPolicyMappi ng INTE GER
11 |Name Constraints - -
CRL Distribution  Point m| m
distributionPoint Distributio nPointName  [CRL m| m
2 reasons Rea®nFags .
cRLIssuer GengalNames ® CRL b o]l m
Authoiy Infometion Atess m | m
13 |_accessMethod OID id-ad-calssters, id-ad-ocsp m | m
accessLocatio GeneralName m| m
0 i Idap:/hos thamefportn umber]/dn[?atribut €]
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gcH ASN.1type Note
Version INTEG ER oxa( 2)
Sgnature oD i}
Iswer X500, RFGR280
type oD . .
Qunty)  pintzbleding,
intableStrin
vae r 9 uissiing
k  uti8Sting
This Update UTCTime b
Next Update UTCTime
Revoked Certificates []
userCertificate INTEGER
revocationDate UTCTime
criEntryExtensions Extensions [2
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7 | CRL Extensions Extensiors m m (3]

[ Ravoked Gatiicates

[2] Lg) m_ ”

[3] LQ) m_ "

2 CRL
# Zco ASN.1type Note C
Authority  Key  Identifier

1 Keyldentifier OCTET STRING | 5 KeyD m m
authority Certissuer GengalNames
authorityCertSeiaNumber | INTEGER

id- kisa- identifyData
2 | Issuer Altemative Name otherName . o] m
3 | CRL Number INT EGER m m
Issuing Distribution  Point m m
Distribu tion PointName 1ABstring m m il]
onlyContainsUsaCerts BOOLEAN - -

4 | onlyContainsCACerts BOOLEAN ] ]
onlySomeReasons BIT STRING - i,
IndirectCRL BOOLEAN ) m [

CRLDP(Catificate Revocaion List Distibuion Point) 0

[ | ;' [KCACTSCERTPROH

[2] | indirectCR. “TRUE'

R

# zic ASN.1 type Note C

1 |Reon Gde BENUMERATED nim | m

2 |Hod Indrudion Code oD ni o|m

3 |Invaldity Dele UTCITime ni o|m

4 | Catificte lsuer GereralNames c|l o m
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# g4cdl ASN.1 type Note
1 | Verson INTE GER 0x2( 3
2 | Serial Number INTEGER i)
Ioster X500, RFC3280 m | m
type OID . .
3 QQourty)  printsbeing, m m
intableStrin
value o g uf83ring m m
k  utf8Sring
Valicli
y o= R ML L
4 notBefore UTCTime m m
notAft er UTCTime m m
Stbject
X500, RFG280
oD . .
5 | Gty pibkig
value printableString uf8ring m m
k  utf8Sting
Subject Pudic Key Info m m
6 agorthm oD m m
subjedPublicKey BIT STRNG m m
7 | BExtensons Extendons m m
2
# ASN.1 type Note C
Authority Key  Identifier m | m
1 Keyldentifier OCTET SIRING \ m | m
authorityCertissuer GeneralNames an 1 m| m
authorityCertSeialN umber | INTEGER m | m
subjectPublickey
2 |Sibject Key Identifier OCTET STRING 160 nimjfim
igital Sigreiurre,
3 |Key Usage BT STRING ??n Rselgpudiaﬁm c|pmpm
Certificate  Policy
4 c
policyldentifier OID m | m
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policyQualifiers m| m
PolicyQuialifi erld OID CPS UserNotice m| m
Qualifier m | m

CPSuri IASSHing CPS mi| m
UserNotice m| m
NoticeReference  |[SEQUENCE - -
ExplicitTe xt BMPSting 0 @ m| m
5 |Poicy Mappings - |-
6 |Sbjed Atematve Names |gtherName id- klsaﬂ y nlmlm
n
id- kisa- identifyData
d Isster Alternative Names  |othaName . n 0O | m
8 |Basic Constraints X X
9 |Policy Constraints - -
10 |Name Constraints - - R
11 |BExtended Key Usage oD C m |, m
CRL Distribution Point m| m
distribution Point DistributionPointName  |CRL m| m
L reasas ReasnHags n o | m
cRLIssuer GeneralNames ® CRL b 0 m
Authoiy Infometion Atess m| m
13 | axesMehod oD id- ad- calssuers NI m| m
accessLocation GereralName m| m
14 OCSP No Check OID id- pkix - ocsp nocheck np o m
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